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OOREGON’S VISION FOR PRIVACY PROTECTION AND
ENFORCEMENT

HONORABLE ELLEN F. ROSENBLUM*1

OREGON ATTORNEY GENERAL

PRIVACY LAW SYMPOSIUM KEYNOTE ADDRESS | FEBRUARY 26, 2016

Editor’s Note: This address was given to the attendees of Willamette 
Law Review’s Annual Symposium on February 26, 2016, focusing on 
Privacy and Data Security Law. It is preserved in its original form.

Thank you to Willamette University’s College of Law for 
hosting today’s symposium. It’s really important for you to be 
bringing attention to this topic, and you’ve assembled a tremendous 
group of speakers, as well as a remarkable group of lawyers and 
others in your audience. I genuinely appreciate the invitation to join 
you.

Discussions of data security often focus on the private law 
arena—privacy, data security harms, litigation trends in data breach 
cases, workplace privacy and data breach, managing risks through 
cyber insurance policies, and data sharing issues—however, this 
discussion will focus more on the public side of this new era of data
breach and cybersecurity—certainly a “full-employment act” for the 
legal profession! On my watch, the Oregon Department of Justice has 
been paying closer attention. We’ve held a national symposium on 
online privacy. We’ve trained thousands of seniors—who love their 
computers—in how to avoid online scams. We’ve worked with the 
legislature in developing and getting passed into law cutting-edge 
privacy-related policies while trying to protect Oregonians, especially 
our children and our seniors. Most recently, I’ve created a new unit 
within the Department of Justice, with four of our best and brightest 
lawyers; it’s called the Online Consumer Privacy Unit.

My experience at the Department these past four years has taught 
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me some very basic lessons which, though fairly simple and 
unsurprising, bear repeating today before I delve a little more deeply 
into what we are doing.

First, we need to focus more on the criminal aspects of the 
stealing and misuse of data. It’s theft of our identities, an insult and 
affront to our dignity and to our sense of who we are. In other words, 
it’s not just another casualty of our modern technological era. Though 
data theft doesn’t carry with it the same sense of violence a person 
may experience when she’s robbed or her house is burglarized, it’s 
still a crime—not an abstraction. So we need to address internet crime 
for what it is. It takes a real effort to build this awareness. As all of 
you know, the consequences of having your information stolen can be 
devastating. I want everyone to understand the seriousness and the 
outright illegality of these acts.

Second, cybercrime is one of the toughest crimes to prove. The 
perpetrators usually are far away and have covered their tracks 
effectively by the time their acts become known to their victims.

This leads to my third basic premise: we’re far better off taking 
actions that will help to prevent cybercrime and other forms of data 
invasion in the first place. So, as with most areas of consumer 
protection, education and prevention have to be at the top of our lists. 
In most instances, data breach and identity theft can be avoided in the 
first place, so we need to emphasize ways to achieve that.

Finally, as computational power expands and inventors and 
engineers come up with all manner of new uses of digital devices, the 
challenges that face us grow greater every day. Just take one new 
development: driverless cars. Then, multiply by the thousands of new 
ways data is being captured and used and by the many, many new 
developments of our era—culminating in the Internet of Things. Is 
this a good thing or a bad thing? Hopefully, it’s the former—but not if 
it compromises our privacy to an unacceptable, and perhaps even an 
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your dignity. But tomorrow’s devices, many of which are 
already around in rudimentary forms, will hold a lot more.2

Let me use a car analogy to help get us centered. A hundred 
years ago, it was estimated there were just under 5 million cars on the 
roads in our nation.3
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taking.
Data breaches, as we know all too well, are an increasingly 

common menace to a lot more than branches of government. No one 
is immune. They hit grocery stores, hospitals, schools, state agencies, 
online vendors—really, any organization that stores valuable personal 
information. According to the Identity Theft Resource Center, in 2015 
there were 781 data breaches.7 This represents the second highest year 
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doubled in the last five years, with victims spending an average of 
$13,500 apiece to restore their credit, reimburse their healthcare 
provider for fraudulent claims, and correct inaccuracies in their health m0 5Tw 0nds
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